The advent of internet protocol version 6 (IPv6) as a replacement of internet protocol version 4 (ipv4) has raised the necessity for efficient and effective malware detection techniques for IPv6 networks. Because of the evolvable and polymorphic malware, current malware detection technologies cannot cope with the exponential growth of malwares. This paper proposes a new intelligent approach based on adapted evolving classification function, for malware detection in dual stackIPv4/IPv6 networks, the proposed integrated approach consist of three modules, the first module is a malware portable executable (PE) file analyzer which generates a features of a malware from its executable file; the second module is a feature selector which selects the most important and informative features; and third module is an adapted evolving classification function that uses genetic algorithm to detect the malware in evolvable manner. A controlled environment of a dual stack IP4/IPv6 network was deployed to conduct a comprehensive experiment to validate our proposed intelligent malware detection approach. It is demonstrated, through experiments, that the proposed evolutionary approach for malware detection in dual stack IPv4/IPv6 networks successfully evolved, and detect known and new, previously-unseen malware with high detection accuracy of 98.59% and low false positive rate of 0.26.
INTRODUCTION
The internet protocol version 6 (IPv6) is designed to replace the internet protocol version 4 (ipv4), the ipv6 increases the number of network address bits from 32 bits (ipv4) to 128 bits. The fully depletion of the IPv4 addresses on February 2011, has made the future of the internet in the ipv6 and raised new challenges in the research area of securing IPv6 based networks. The Internet Protocol version 6 was developed to extend and eventually replace IPv4's capabilities. IPv4 is a key component of the current Internet infrastructure, and IPv6 is the only available alternative to IPv4 that can support the accelerated growth of Internet enabled applications and devices. The shortage of IPv4 addresses, which are expected to be used up early in the next decade, and the growing need for an enhanced next-generation Internet protocol, have made IPv6 deployment urgent. Many kinds of systems over the Internet such as online shopping, *Corresponding author. E-mail: altyeb@nav6.org.
Internet banking, trading stocks and foreign exchange and online auction have been developed based on IPv6.
Malware is a general term refereeing to any of various types of attack and threat codes that damage the computer systems or destroy valuable information stored in computers (Bradfield, 2010) . Most malwares act as an application inside a computer system (Jajodia, 2009) . Network viruses and worms (or malware) remain one of the most significant problems in IP networking today. Computers infected with malware are often linked together to form bonnets, and large number of attacks are launched using these malicious, attacker controlled networks. According to Kaspersky labs in February 2011, 252, 187, 961 malicious programs detected (Zakorzhevsky, 2011) .
Current malware detection techniques scan computer systems to detect malware instances of known patterns (Clemens, 2009) . The main drawback of these techniques is that, a copy of a malicious program must be known before extracting the pattern necessary for its detection (Zhang et al., 2007) . Although, some behavior based malware detection techniques are able to predict the presence of some malwares, they still face two main challenges. First, existing malware detection techniques are able to detect new malwares whose behaviors are closer to behaviors of know malwares (Jajodia, 2009) . The second challenge is the high false positive rate (Bradfield, 2010) .
Window application programming interface (API) calling sequence reflects the behavior of a particular portable executable (PE) application (Wang et al., 2009) . Malwares attack these PE applications to collect the API addresses and control the execution of infected applications (Willems et al., 2007) . After getting the API addresses of the normal application the malwares change certain fields to direct the execution of the normal application to their codes, after finishing their task, malwares return the execution control to the normal application (Clemens, 2009) .
Many researchers used the API call sequence to detect and classify the malwares (Father, 2004; Mori, 2004; Jajodia, 2009) . Khaled et al. (2010) built a model based on clonal selection algorithm. To classify malwares, they used the API call sequence, using comparison between some algorithms; they concluded that the false alarm still exists. Data mining techniques was used by Sami et al. (2010) to analyze the API call sequences; they found that these techniques minimize the false alarm. The API call sequence was also used by Ye et al. (2008) to identify whether or not a PE file is infected.
The extensive growth of the IPv6 based Internet, has prompted malware detection in IPv6 networks to become a critical component of infrastructure protection mechanisms. The network worm which is a selfpropagating and self-replicating computer program that attack computers on a network and damage the computer systems (Khaled et al., 2010) , with other malwares like viruses and Trojan horse representing 85% of the total malware attacks (McAfee, 2010; . Malwares can first detect some vulnerable hosts in IPv6 subnet, after all the vulnerable hosts in a subnet are infected, the dual-stack malware can migrate across different IPv6 networks via many well-known randomscanning schemes (for example, DNS, email, IPv4 address) (Bellovin et al., 2006; Zou et al., 2007) .
Computer networks are expanding at very fast rate and the number of network users is increasing day by day, for full utilization of networks it need to be secured against many threats including malware, which is harmful software with capability to damage data and systems. There is a urgent need for efficient and effective methods for malware in computer networks.
The main objective of this paper is to propose a new intelligent approach for malware detection in dual stack IPv4/ IPv6 networks. the proposed integrated approach consist of three modules, the first module is a malware PE analyzer which generates a features of a malware from its executable file, the second module is a feature selector which selects the most important and informative features, and third module is an adapted evolving classification function that uses genetic algorithm to detect the malware in evolvable manner.
THE PROPOSED INTELLIGENT APPROACH FOR MALWARE DETECTION IN DUAL STACK IPv4/IPv6 NETWORKS
The proposed intelligent approach for malware detection in dual stack IPv4/IPv6 analyzes windows API execution sequences called by the malware PE files. Malware PE files like worms, virus and Trojan horse representing 85% of the total infection cases recorded in annual the reports 2010 issued by security monitors . There is a need for efficient malware detection techniques because current malware detection techniques failed to detect all types of malwares and recognize zero-day malwares (Filiol et al., 2006; Sami et al., 2010) . The proposed integrated approach consist of three modules, the first module is a malware PE file analyzer, feature selector and third module is an adapted evolving classification function that uses genetic algorithm to detect the malware in evolvable manner. Figure 1 shows the proposed intelligent malware detection approach.
The malware PE file analyzer
The function of the malware PE analyzer is to analyze the malware PE files and extract the API calls imported by the malware PE file. The PE analysis reflects the behavior of the PE and this explains why malware programmers do their best to learn the PE file structure (Father, 2004) . The content of a PE file is divided into sections and each section stores data with common attributes. The sections of the PE files are illustrated in Figure 2 . The PE analyzer extracts the API called by a PE file from the import address table (IAT), which contains a pointers to all the imported functions and dynamic linked library (DLL) (Ye et al., 2008; Saman et al., 2010) .
Features selector
Informative feature selection is an important process for the accurate malware detection, in the proposed approach, we adopt correlation measures based on the theoretical concept of entropy, a measure of the uncertainty of random variable. The classification power of each feature is derived by calculating it information gain (IG) based on the number of its appearances in the malicious class and benign class. Features with negligible information gains can then be removed to reduce the number of features and speed the classification process.
The entropy of variable X is defined as: Table 1 provides a ranking of some features selected by the proposed approach. The more the information gain is, the more useful a feature will be. Based on the information gain ranking, the feature ExitProcess has best distinguish power, whereas the feature LoadStringW has least distinguish power.
Evolving classification function optimized using genetic algorithm
The evolving classification function is a system that evolves his structure and functionality from incoming information (Kasabov, 2003) . The evolving classification function consists of four layers of neurons. The input variables are represented in the first layer, the fuzzy membership functions in the second layer, the third layer represents cluster centers (prototypes) of data in the input space, and the fourth layer represents the classes. The learning algorithm of the evolving classification function (ECF) is as follows:
Step 1: If all vectors have been input, finish the current iteration; otherwise, input a vector from the dataset and calculate the distances between the vector and all rule nodes already created using Euclidean distance by default.
Step 2: If all calculated distances between the new input vector and the existing rule nodes are greater than a max-radius parameter (Rmax), a new rule node is created. The position of the new rule node is the same as the current vector in the input data space and the radius of its receptive field is set to the min-radius parameter (Rmin); the algorithm goes to step 1; otherwise it goes to the next step.
Step 3: If there is a rule node with a distance to the current input vector less than or equal to its radius, and its class is the same as the class of the new vector, nothing will be changed; go to step 1; otherwise: go to next step.
Step 4: If there is a rule node with a distance to the input vector less than or equal to its radius and its classis different from those of the input vector, its influence field should be reduced. The radius of the new field is set to the larger value from the two numbers: distance minus the min-radius (distance − Rmin) and min-radius Rmin. New node is created as in step 2 to represent the new data vector.
Step 5: If there is a rule node with a distance to the input vector less than or equal to the max-radius, and its class is the same as of the input vector's, enlarge the influence field by taking the distance as a new radius if only such enlarged field does not cover any other rule nodes which belong to a different class; otherwise, create a new rule node in the same way as in step 2, and go to step 1. The classification of a new input vector in the trained ECF is performed in the following way:
Step 6: If the new input vector lies within the field of one or more rule nodes associated with one class, the vector is classified in this class;
Step 7: If the input vector lies within the fields of two or more rule nodes associated with different classes, the vector will belong to the class corresponding to the closest rule node.
Step 8: If the input vector does not lie within any field, take m highest activated by the new vector rule nodes, and calculate the average distances from the vector to the nodes with the same class; the vector will belong to the class corresponding the smallest average distance.
Genetic algorithm is the most popular technique that has been used for optimization. Genetic algorithm (GA) has been extensively explored for solving complex practical problems and as computational models for constructing natural evolutionary systems (Mitchell, 1996)[20] . The optimization of the evolving classification function using genetic algorithm will increase the accuracy of the classification, which will in turn reduce the false positive and false negative. The parameters related to the ECF such as maxR, minR and number of membership functions, are optimized using a GA with a fitness criteria being the highest detection accuracy. The procedure of optimizing the evolving classification function using genetic algorithm is as follows:
Step 1: Create a population of N individuals, each individual being represented as a "chromosome" consisting of values of parameters (Rmax, Rmin and Number of fuzzy membership functions) called "genes".
Step 2: FOR i=1 to N generations Do 1-Select randomly a subset for testing and subset for training. 2-Run the ECF algorithm (described previously) using the testing and training values for the parameters. 3-Select the best parameters values (maximum accuracy) 4-Apply crossover and mutation to the chromosomes to create next generation. End (FOR).
Step 3: Select the optimized parameter values which achieved the maximum accuracy.
EXPERIMENTAL RESULTS
We setup a dual stack IPv4/IPv6 testbed at National Advanced IPv6 Center (www.nav6.org), to conduct experiments to validate our proposed hybrid intelligent detection approach. The whole experimentation is planned to run for several months. As shown in Figure 3 , five hosts and one server running the proposed hybrid intelligent malware detection approach located in the experimental network and connected to IPv4 Internet via dual stack ipv4/ipv6 router.
We used the dual stack IPv4/IPv6 testbed to collect 2700 Windows malicious executables and 2300 benign Windows executables for experiment. 1000 malicious executables are randomly selected from VX Heavens malware collection (VX Heavens, 2010) ; another 1700 are collected from Internet from July 2010 to July 2011. All the experiments are conducted under the environment of Windows 7 operating system plus Intel Quad CPU 2.66 Ghz and 4 GB of RAM. MATLAB version 7 was used in the proposed intelligent approach for computation and analysis.
For evaluation purposes, we measure the accuracy of the proposed intelligent malware detection approach, as well as the true positive rate and false positive rate. First, we give some definitions: 
In order to evaluate the performance of our proposed intelligent malware detection, we compare the proposed intelligent malware detection approach with other detection techniques like neural network, naïve byes and decision tree. Table 2 and Figure 4 show the results of the comparison between the proposed intelligent malware detection approach and other classification methods. The proposed intelligent malware detection approach outperforms others with the highest accuracy of 98.59% and highest TPR of 97.53%. The proposed intelligent approach achieved highest detection accuracy and highest true positive rate, because it can adapt (evolve) with genetic algorithm todetect new, previously-unseen malware.
False positives, that is, flag benign files as malicious and false negatives, that is, flag malicious files as benign are one of the most important problems faced by malware detection systems today (Morin et al., 2002) . Figure 5 clearly shows that the rate of false positives gotten by using our proposed malware detection approach is 0.26% which is much fewer than other classification algorithms. This so because using this information provides results in eliminating the noisy features and selecting the most significant API calls, which reflects the behavior of PE, and makes the classification process to be accurate.
The results indicate that the proposed intelligent malware detection approach outperforms other well known classification methods; this is because of capability of the proposed intelligent malware detection approach to evolve and detect newly evolved, previouslyunseen malware.
Conclusion
In this paper, a new intelligent approach, which combines an adaptive genetic algorithm and evolving classification function, was proposed for malware detection in dual stack IPv4/IPv6 networks. A controlled environment of a dual stack IP4/IPv6 network was deployed to conduct a comprehensive experiment to validate our proposed intelligent malware detection approach. It was demonstrated through experiments that the proposed evolutionary approach for malware detection in dual stack IPv4/IPv6 networks successfully evolved, and detected known and new, previously-unseen malware with high detection accuracy of 98.59% and low false positive rate of 0.26.
